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Expression of Interest for procurement of Cyber
Security Threat Deception (Honeypot) Solutions

Schedule of Events

Particulars Remarks

Contact details of issuing department Deputy General Manager,

(Name, Designation, Mobile No., Email | Networking & Communication Dept.,
and office address for sending any kind | State Bank Global IT Centre,

of correspondence regarding this EOI) | First Floor, D Wing, Sector 11,

CBD Belapur, Navi Mumbai-400614
dgmit.nw@sbi.co.in;

anil.j@sbi.co.in

EOI may be downloaded from Bank’s
website https://www.sbi.co.in
procurement news from 18-11-2020 to
09-12-2020

Last date for requesting clarification Up to 5:00PM on 23-11-2020

All communications regarding points /
queries requiring clarifications shall be
given in writing or by e-mail.

Pre - bid Meeting at (venue) From: 2:00 PM to 5:00 PM on 26-11-
2020 at SBI, GITC

or through online meeting.

Bid Document Availability including
changes/amendments, if any to be
issued

Clarifications to queries raised at pre-
bid meeting will be provided by the | Will be communicated separately.
Bank.
Last date and time for Bid submission | Up to 5:00PM on 10-12-2020

Address for submission of Bids Deputy General Manager,

Networking & Communication Dept.
State Bank Global IT Centre,

First Floor, D Wing, Sector 11,

CBD Belapur, Navi Mumbai-400614
Date and Time of opening of Technical | Will be communicated separately.

Bids Authorized representatives of Bidders
may be present online during opening of
the Technical Bids. However, Technical
Bids would be opened even in the
absence of any or all of Bidders
representatives.

Tender Fee Rs. 5000
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OSBI

The amount should be deposited in

Alc No. 37608352111,

IFSC - SBIN0011343

Account Name: Sys. Sus. Br. Parking
Account

Tender fee will be non-refundable.
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1.

INVITATION TO BID:

State Bank of India (herein after referred to as ‘SBI/the Bank’), having its
Corporate Centre at Mumbai, various other offices (LHOs/ Head Offices /Zonal
Offices/Global Link Services, Global IT Centre, foreign offices etc.) of State Bank
of India, branches/other offices, Subsidiaries and Joint Ventures available at various
locations and managed by the Bank (collectively referred to as State Bank Group
or ‘SBG’ hereinafter). This Request for EOI is issued by the Bank on behalf of
SBG for procurement of CYBER SECURITY THREAT DECEPTION
(HONEYPOT) SOLUTIONS

I. In order to meet the IT requirements, the Bank proposes to invite EOI from eligible

Bidders wishing to be considered for short listing for participating in bidding
process of the proposed procurement.

ii. Bidder shall mean any entity (i.e. juristic person) who meets the eligibility criteria

given in Appendix-B of this EOI and willing to provide the product and services
required by the Bank through RFP process in pursuant to this EOI. The interested
Bidders who agree to all the terms and conditions contained in this EOl may submit
their Bids with the information desired in this EOIl. Consortium bidding is not
permitted under this EOI.

iii. Address for submission of Bids, contact details including email address for sending

communications are given in Schedule of Events of this EOI.

iv. The objective of this EOI is to identify eligible Bidders who are interested in
providing the required product and services and have suitable capacity, capability
and experience.

i. This EOI document shall not be transferred, reproduced or otherwise used for

purpose other than for which it is specifically issued.

ii. Interested Bidders are advised to go through the entire EOI before submission of

Bids to avoid any chance of elimination. The criteria and the actual process of
evaluation of the responses to this EOI and subsequent selection of the successful
Bidder will be entirely at Bank’s discretion.

BACKGROUND:

State Bank of India (SBI) is the largest Bank in India with a network of around
25000 branches spread across India. The Bank also has presence in 35 countries
across the globe. The Bank offers wide range of products and services to both
Corporate and Retail Customers. The Bank also has one of the largest ATM
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networks of more than 60000 ATMs spread across the geographical locations. Bank
also provides services to its customers through alternate channels such as Internet
Banking, YONO, Payment Gateways and Mobile Banking etc. To expand the reach
further, Bank has also deployed the cutting-edge technologies and innovative new
banking models. The Bank has well established IS Security Policies, Standards and
Procedures.

ii. The Bank has various IT Security technologies like Firewalls, IPS/IDS, Load
Balancers, WAF, Active Directory, Anti-virus, NAC, DLP, PIMS, ITAM, ITSM,
EDR from number of OEMs etc.

iii. Keeping in view the regulatory requirements in India (RBI letter no. RBI/2015-
16/418 DBS.CO/CSITE/BC.11/33.01.001/2015-16 dated June 2, 2016) concerning
Cyber Security Framework in Banks, and increasing innovative cyber threats and
malwares, threats emanating from emerging technologies like Al/ML, blockchain,
cryptocurrencies, bots, dark webs, social engineering, cloud etc., it has been decided
to deploy a set-up for Counter Response and Honeypot Services.

iv. The objective of this EOI is to scan the market for on-premises/cloud-based
honeypot, decoy and deception technologies from basic to most advanced
deployments.

DISCLAIMER:

i. The information contained in this EOI or information provided subsequently to
Bidder(s) whether verbally or in documentary form/email by or on behalf of SBI, is
subject to the terms and conditions set out in this EOI.

ii. This EOI is not an offer by SBI, but an invitation to receive responses from the
eligible Bidders.

iii. The purpose of this EOI is to provide the Bidder(s) with information to assist
preparation of their Bid proposals. This EOI does not claim to contain all the
information each Bidder may require. Each Bidder should conduct its own
investigations and analysis and should check the accuracy, reliability and
completeness of the information contained in this EOI and where necessary obtain
independent advices/clarifications. Bank may in its absolute discretion, but without
being under any obligation to do so, update, amend or supplement the information
in this EOI.

iv. The Bank, its employees and advisors make no representation or warranty and shall
have no liability to any person, including any Bidder under any law, statute, rules
or regulations or tort, principles of restitution or unjust enrichment or otherwise for
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any loss, damages, cost or expense which may arise from or be incurred or suffered
on account of anything contained in this EOI or otherwise, including the accuracy,
adequacy, correctness, completeness or reliability of the EOI and any assessment,
assumption, statement or information contained therein or deemed to form or
arising in any way for participation in this EOI.

. The Bank also accepts no liability of any nature whether resulting from negligence
or otherwise, howsoever caused arising from reliance of any Bidder upon the
statements contained in this EOI.

I. The Bidder is expected to examine all instructions, forms, terms and specifications
in this EOI. Failure to furnish all information required under this EOI or to submit
a Bid not substantially responsive to this EOI in all respect will be at the Bidder’s
risk and may result in rejection of the Bid.

ii. The issue of this EOI does not imply that the Bank is bound to select a Bidder or
subsequently to award the contract to the shortlisted Bidder, as the case may be, for
the project and the Bank reserves the right to reject all or any of the Bids or Bidders
without assigning any reason.

DEFINITIONS:
In this connection, the following terms shall be interpreted as indicated below:

I.“The Bank” ‘means the State Bank of India (including domestic branches and
foreign offices), Subsidiaries and Joint Ventures, where the Bank has ownership
of more than 50% of voting securities or the power to direct the management and
policies of such Subsidiaries and Joint Ventures.

ii. “Bidder/Channel Partner” means an eligible entity/firm submitting the Bid in
response to this EOL.

iii. “Bid” means the written reply or submission of response to this EOI.

5. ELIGIBILITY AND TECHNICAL CRITERIA/SCOPE OF WORK:

i. Bid is open to all Bidders who meet the eligibility and technical criteria/scope of
work as given in Appendix-B & Appendix-C of this EOI. The Bidder has to
submit the documents substantiating eligibility criteria as mentioned in this EOI
document.

(a) If any Bidder submits Bid on behalf of Principal/OEM, the same Bidder shall
not submit a Bid on behalf of another Principal/lOEM under the EOI. Bid
submitted with options of multiple OEMs shall also be considered Bid
submitted on behalf of multiple OEMs.
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(b) Either the Bidder on behalf of Principal/OEM or Principal/OEM itself is
allowed to Bid, however both cannot Bid simultaneously.

6. COST OF BID DOCUMENT:

The participating Bidders shall bear all the costs associated with or relating to the
preparation and submission of their Bids including but not limited to preparation,
copying, postage, delivery fees, expenses associated with any demonstration or
presentations which may be required by the Bank or any other costs incurred in
connection with or relating to their Bid. The Bank shall not be liable in any manner
whatsoever for the same or for any other costs or other expenses incurred by a
Bidder regardless of the conduct or outcome of the bidding process.

CLARIFICATION AND AMENDMENTS ON EOI/PRE-BID MEETING:

i. Bidder requiring any clarification on EOl may notify the Bank in writing strictly as
per the format given in Appendix-E at the address/by e-mail within the date/time
mentioned in the Schedule of Events.

ii. All queries to be raised in the pre-bid meeting will relate to the EOI alone and no
queries related to detailed analysis of scope of work, payment terms and mode of
selection will be entertained. These issues will be amply clarified at the RFP stage.

iii. A pre-Bid meeting will be held in person or online on the date and time specified
in the Schedule of Events which may be attended by the authorized representatives
of the Bidders interested to respond to this EOI.

iv. The queries received (without identifying source of query) and response of the Bank
thereof will be posted on the Bank’s website or conveyed to the Bidders.

. The Bank reserves the right to amend, rescind or reissue the EOI, at any time prior
to the deadline for submission of Bids. The Bank, for any reason, whether, on its
own initiative or in response to a clarification requested by a prospective Bidder,
may modify the EOI, by amendment which will be made available to the Bidders
by way of corrigendum/addendum. The interested parties/Bidders are advised to
check the Bank’s website regularly till the date of submission of Bid document
specified in the Schedule of Events/email and ensure that clarifications/
amendments issued by the Bank, if any, have been taken into consideration before
submitting the Bid. Such amendments/clarifications, if any, issued by the Bank will
be binding on the participating Bidders. Bank will not take any responsibility for
any such omissions by the Bidder. The Bank, at its own discretion, may extend the
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deadline for submission of Bids in order to allow prospective Bidders a reasonable
time to prepare the Bid, for taking the amendment into account. Nothing in this EOI
or any addenda/corrigenda or clarifications issued in connection thereto is intended
to relieve Bidders from forming their own opinions and conclusions in respect of
the matters addresses in this EOI or any addenda/corrigenda or clarifications issued
in connection thereto.

i. Queries received after the scheduled date and time will not be responded/acted
upon.

. CONTENTS OF EOI DOCUMENT:

i. The Bidder must thoroughly study/analyse and properly understand the contents of
this EOI, its meaning and impact of the information contained therein.

ii. Failure to furnish all information required in this EOI or submission of Bid not
responsive to this EOI in any respect will be at the Bidder’s risk and responsibility
and the same may finally result in rejection of its Bid. The Bank has made
considerable effort to ensure that accurate information is contained in this EOI and
is supplied solely as guidelines for Bidders.

ili. The Bid prepared by the Bidder, as well as all correspondences and documents
relating to the Bid exchanged by the Bidder and the Bank and supporting documents
and printed literature shall be submitted in English.

iv. The information provided by the Bidders in response to this EOI will become the
property of the Bank and will not be returned. Incomplete information in Bid
document may lead to non-consideration of the proposal.

BID PREPARATION AND SUBMISSION:

i. The Bid is to be submitted in hardcopy for EOl of PROCUREMENT OF CYBER
SECURITY THREAT DECEPTION (HONEYPOT) SOLUTIONS in response to
the EOI No. SBI/GITC/NW & Comm./2020/2021/41 dated 17/11/2020.
Documents mentioned below are to be submitted:

(@ Index of all the documents, letters, bid forms etc. submitted in response to EOI

along with page numbers.

(b) Bid covering letter/Bid form on the lines of Appendix-A on Bidder’s letter

head.

(c) Proof of remittance of Tender Fee as specified in this document.
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(d)
(€)
(f)
(9)

(h)

Specific response with supporting documents in respect of Eligibility Criteria
as mentioned in Appendix-B and technical criteria/scope of work on the lines
of Appendix-C.

Bidder’s details as per Appendix-D on Bidder’s letter head.

Audited financial statement and profit and loss account statement as mentioned
in Part-11.

A copy of board resolution along with copy of power of attorney (POA
wherever applicable) showing that the signatory has been duly authorized to
sign the Bid document.

If applicable, copy of registration certificate issued by competent authority as
mentioned in SI No 2 of Eligibility Criteria under Appendix-B.

ii. Bidders may please note:

(@)

(e)
(f)
(9)

(h)
(i)

While submitting the Technical Bid, literature on the proposed solution/services
should be segregated and kept together in one section.

The Bid document shall be complete in accordance with various clauses of the
EOI document or any addenda/corrigenda or clarifications issued in connection
thereto, duly signed by the authorized representative of the Bidder. Board
resolution authorizing representative to Bid and make commitments on behalf
of the Bidder is to be attached.

It is mandatory for all the Bidders to have class-111 Digital Signature Certificate
(DSC) (in the name of person who will sign the Bid) from any of the licensed
certifying agency to participate in this EOI. DSC should be in the name of the
authorized signatory. It should be in corporate capacity (that is in Bidder
capacity).

If deemed necessary, the Bank may seek clarifications on any aspect from the
Bidder. However, that would not entitle the Bidder to change or cause any
change in the substances of the Bid already submitted.

The Bidder may also be asked to give presentation for the purpose of
clarification of the Bid.

The Bidder must provide specific and factual replies to the points raised in the
EOL.

The Bid shall be typed or written and shall be digitally signed by the Bidder or
a person or persons duly authorized.

All the enclosures (Bid submission) shall be serially numbered.

The Bank reserves the right to reject Bids not conforming to above.

10. DEADLINE FOR SUBMISSION OF BIDS:

i. Bids must be submitted by the date and time mentioned in the “Schedule of Events”.
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ii. In the event of the specified date for submission of Bids being declared a holiday
for the Bank, the Bids will be received upto the appointed time on the next working
day.

iii. In case the Bank extends the scheduled date of submission of Bid document, the
Bids shall be submitted by the time and date rescheduled. All rights and obligations
of the Bank and Bidders will remain the same.

. MODIFICATION AND WITHDRAWAL OF BIDS:

I. The Bidder may modify or withdraw its Bid after the Bid’s submission, provided
that modification, including substitution or withdrawal of the Bids, is received, prior
to the deadline prescribed for submission of Bids.

ii. No modification in the Bid shall be allowed, after the deadline for submission of
Bids.

. BIDDING PROCESS/OPENING OF TECHNICAL BIDS:

i. All Bids received up to the specified time and date will be opened for initial
evaluation on the time and date mentioned in the schedule of events. The Bids will
be opened in the presence of representatives of the Bidders who choose to attend
the same. However, Bids may be opened even in the absence of representatives of
one or more of the Bidders.

ii. Prior to the detailed evaluation, the Bank will determine the responsiveness of each
Bid to the EOI. For purposes of these Clauses, a responsive Bid is one, which
conforms to all the terms and conditions of the EOI in toto, without any deviation.

iii. If a Bid is not responsive, it will be rejected by the Bank and will not subsequently
be made responsive by the Bidder by correction of the non-conformity.

iv. After examining the EOI, some or all of the Bidders may be asked to make
presentation of the solution and demonstrate proof of concept (POC). The Bidder
shall bear all costs associated with submission of EOI, presentation/POC desired by
the Bank. The Bank shall not be responsible or liable for any cost thereof, regardless
of the conduct or outcome of the process.

. SBI may shortlist the Bidders who fulfill the eligibility and technical criteria
specified in this EOI, have solution/services as per the requirement of the Bank and
are agreeing to abide by the terms and conditions of the Bank. Bank’s judgment in
this regard will be final.
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vi. Bank may issue a Request for Proposal (RFP) to shortlisted Bidder for next process
of procurement. However, please note that short listing of Bidders should not be
treated as a contract for the proposed work.

ii. Nothing contained in this EOI shall impair the Bank’s Right to issue ‘Open RFP’
on the proposed solution/services.

Bidders will be advised about shortlisting of their EOIs or otherwise. However,
Bidders will not be provided with information about comparative position of their
EOIs with that of others.

. CONFLICT OF INTEREST:

i. Bidder shall not have a conflict of interest (the “Conflict of Interest”) that affects
the bidding Process. Any Bidder found to have a Conflict of Interest shall be
disqualified without prejudice to any other right or remedy that may be available to
the Bank under the EOI and/ or the subsequent RFP or otherwise.

ii. Without limiting the generality of the above, a Bidder shall be deemed to have a
Conflict of Interest affecting the bidding Process, if:

(@) the Bidder, its Member or Associate (or any constituent thereof) and any other
Bidder, its Member or any Associate thereof (or any constituent thereof) have
common controlling shareholders or other ownership interest; provided that this
disqualification shall not apply in cases where the direct or indirect shareholding
of a Bidder, its Member or an Associate thereof (or any shareholder thereof
having a shareholding of more than 5% (five per cent) of the paid up and
subscribed share capital of such Bidder, Member or Associate, as the case may
be) in the other Bidder, its Member or Associate, has less than 5% (five per cent)
of the subscribed and paid up equity share capital thereof; provided further that
this disqualification shall not apply to any ownership by a bank, insurance
company, pension fund or a public financial institution referred to in section
2(72) of the Companies Act, 2013. For the purposes of this Clause, indirect
shareholding held through one or more intermediate persons shall be computed
as follows: (aa) where any intermediary is controlled by a person through
management control or otherwise, the entire shareholding held by such
controlled intermediary in any other person (the “Subject Person”) shall be taken
into account for computing the shareholding of such controlling person in the
Subject Person; and (bb) subject always to sub-clause (aa) above, where a person
does not exercise control over an intermediary, which has shareholding in the
Subject Person, the computation of indirect shareholding of such person in the
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Subject Person shall be undertaken on a proportionate basis; provided, however,
that no such shareholding shall be reckoned under this sub-clause (bb) if the
shareholding of such person in the intermediary is less than 26% of the
subscribed and paid up equity shareholding of such intermediary; or

(b) a constituent of such Bidder is also a constituent of another Bidder; or

(c) such Bidder, its Member or any Associate thereof receives or has received any
direct or indirect subsidy, grant, concessional loan or subordinated debt from any
other Bidder, its Member or Associate, or has provided any such subsidy, grant,
concessional loan or subordinated debt to any other Bidder, its Member or any
Associate thereof; or

(d) such Bidder has the same legal representative for purposes of this Bid as any
other Bidder; or

(e) such Bidder, or any Associate thereof, has a relationship with another Bidder, or
any Associate thereof, directly or through common third party/ parties, that puts
either or both of them in a position to have access to each other’s information
about, or to influence the Bid of either or each other; or

(f) such Bidder or any of its affiliates thereof has participated as a consultant to the
Bank in the preparation of any documents, design or technical specifications of
the EOI.

iii. For the purposes of this EOI, Associate means, in relation to the Bidder, a person
who controls, is controlled by, or is under the common control with such Bidder
(the “Associate”). As used in this definition, the expression “control” means, with
respect to a person which is a company or corporation, the ownership, directly or
indirectly, of more than 50% (fifty per cent) of the voting shares of such person,
and with respect to a person which is not a company or corporation, the power to
direct the management and policies of such person by operation of law or by
contract.

. CODE OF INTEGRITY AND DEBARMENT/BANNING:

i. The Bidder and their respective officers, employees, agents and advisers shall
observe the highest standard of ethics during the bidding Process. Notwithstanding
anything to the contrary contained herein, the Bank shall reject Bid without being
liable in any manner whatsoever to the Bidder if it determines that the Bidder has,
directly or  indirectly or  through an  agent, engaged in
corrupt/fraudulent/coercive/undesirable or restrictive practices in the bidding
Process.
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ii. Bidders are obliged under code of integrity to Suo-moto proactively declare any
conflicts of interest (pre-existing or as and as soon as these arise at any stage) in
EOI process or execution of contract. Failure to do so would amount to violation of
this code of integrity.

iii. Any Bidder needs to declare any previous transgressions of such a code of integrity
with any entity in any country during the last three years or of being debarred by
any other procuring entity. Failure to do so would amount to violation of this code
of integrity.

iv. For the purposes of this clause, the following terms shall have the meaning
hereinafter, respectively assigned to them:

(@) “corrupt practice” means making offers, solicitation or acceptance of bribe,
rewards or gifts or any material benefit, in exchange for an unfair advantage
in the procurement process or to otherwise influence the procurement process
or contract execution.

(b) “Fraudulent practice” means any omission or misrepresentation that may
mislead or attempt to mislead so that financial or other benefits may be
obtained, or an obligation avoided. This includes making false declaration or
providing false information for participation in a EOI process or to secure a
contract or in execution of the contract.

(c) “Coercive practice” means harming or threatening to harm, persons or their
property to influence their participation in the procurement process or affect
the execution of a contract.

(d) “Anti-competitive practice” means any collusion, bid rigging or anti-
competitive arrangement, or any other practice coming under the purview of
the Competition Act, 2002, between two or more bidders, with or without the
knowledge of the Bank, that may impair the transparency, fairness and the
progress of the procurement process or to establish bid prices at artificial, non-
competitive levels;

(e) “Obstructive practice” means materially impede the Bank’s or Government
agencies investigation into allegations of one or more of the above mentioned
prohibited practices either by deliberately destroying, falsifying, altering; or
by concealing of evidence material to the investigation; or by making false
statements to investigators and/or by threatening, harassing or intimidating
any party to prevent it from disclosing its knowledge of matters relevant to

Page 14 of 30




Expression of Interest for procurement of Cyber
Security Threat Deception (Honeypot) Solutions

the investigation or from pursuing the investigation; or by impeding the
Bank’s rights of audit or access to information;

v. Debarment/Banning
Empanelment/participation of Bidders and their eligibility to participate in the
Bank’s procurements is subject to compliance with code of integrity and
performance in contracts as per terms and conditions of contracts. Following grades
of debarment from empanelment/participation in the Bank’s procurement process
shall be considered against delinquent Vendors/Bidders:

(@) Holiday Listing (Temporary Debarment - suspension):

Whenever a Bidder is found lacking in performance, in case of less frequent and
less serious misdemeanors, the Bidders may be put on a holiday listing (temporary
debarment) for a period up to 12 (twelve) months. When a Bidder is on the holiday
listing, he is neither invited to bid nor are his bids considered for evaluation during
the period of the holiday. The Bidder is, however, not removed from the list of
empaneled vendors, if any. Performance issues which may justify holiday listing of
the Vendor are:
¢ VVendors who have not responded to requests for quotation/tenders consecutively
three times without furnishing valid reasons, if mandated in the empanelment
contract (if applicable);

¢ Repeated non-performance or performance below specified standards (including
after sales services and maintenance services etc.);

e Bidders undergoing process for removal from empanelment/participation in
procurement process or banning/debarment may also be put on a holiday listing
during such proceedings.

(b) Debarment from participation including removal from empanelled list

Debarment of a delinquent Bidder (including their related entities) for a period (one
to two years) from the Bank’s procurements including removal from empanelment,
wherever such Bidder is empaneled, due to severe deficiencies in performance or
other serious transgressions. Reasons which may justify debarment and/or removal
of the Bidder from the list of empaneled vendors are:

¢ Without prejudice to the rights of the Bank under Clause 14(i) hereinabove, if a
Bidder is found by the Bank to have directly or indirectly or through an agent,
engaged or indulged in any corrupt/fraudulent/coercive/undesirable or restrictive
practices during the bidding Process, such Bidder shall not be eligible to
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participate in any EOI/RFP issued by the Bank during a period of 2 (two) years
from the date of debarment.

e The Bidder fails to abide by the terms and conditions or to maintain the required
technical/operational staff/equipment or there is change in its production/service
line affecting its performance adversely, or fails to cooperate or qualify in the
review for empanelment;

o |f Bidder ceases to exist or ceases to operate in the category of requirements for
which it is empaneled.

e Bankruptcy or insolvency on the part of the Bidder as declared by a court of law;
or

e Banning by Ministry/Department or any other Government agency.

e Other than in situations of force majeure, technically qualified Bidder withdraws
from the procurement process or after being declared as successful bidder: (i)
withdraws from the process; (ii) fails to enter into a Contract; or (iii) fails to
provide performance guarantee or any other document or security required in
terms of the RFP documents;

e |f the Central Bureau of Investigation/CVC/C&AG or Vigilance Department of
the Bank or any other investigating agency recommends such a course in respect
of a case under investigation.

e Employs a Government servant or the Bank’s Officer within two years of his
retirement, who has had business dealings with him in an official capacity before
retirement; or

e Any other ground, based on which the Bank considers, that continuation of
Contract is not in public interest.

eolIf there is strong justification  for  believing that the
partners/directors/proprietor/agents of the firm/company has been guilty of
violation of the code of integrity or Integrity Pact (wherever applicable), evasion
or habitual default in payment of any tax levied by law; etc.

(c) Banning from Ministry/Country-wide procurements
For serious transgression of code of integrity, a delinquent Bidder (including their
related entities) may be banned/debarred from participation in a procurement
process of the Bank including procurement process of any procuring entity of
Government of India for a period not exceeding three years commencing from the
date of debarment.
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15. GOVERNING LANGUAGE:

The governing language shall be English.
. APPLICABLE LAW:

The Contract shall be interpreted in accordance with the laws of the Union of India
and shall be subjected to the exclusive jurisdiction of courts at Mumbai.

. TENDER FEE:

Non-refundable Tender Fee should be directly credited to the designated account as
mentioned in Schedule of Events. Proof of remittance of Tender Fee in the
designated account should be enclosed with the technical bid. The Bids without
tender fee will not be considered valid.

.NOTICES:
Any notice given by one party to the other pursuant to this EOI shall be sent to other
party in writing and confirmed in writing to other Party’s address. The notice shall
be effective when delivered or on the notice’s effective date whichever is later.

.OTHER TERMS & CONDITIONS

i. Lodgement of an EOI is evidence of a Bidder’s consent to comply with the terms
and condition of Request for EOI process and subsequent bidding process. If a
Bidder fails to comply with any of the terms, its EOI may be summarily rejected.

ii. Willful misrepresentation of any fact within the Bid will lead to the disqualification
of the Bidder without prejudice to other actions that the Bank may take. All the
submissions, including any accompanying documents, will become property of the
Bank. The Bidders shall be deemed to license, and grant all rights to the Bank, to
reproduce the whole or any portion of their Bid document for the purpose of
evaluation and to disclose the contents of submission for regulatory and legal
requirements.

iii. Bidders must advise the Bank immediately in writing of any material change to the
information contained in the EOI application, including any substantial change in
their ownership or their financial or technical capacity. Copies of relevant
documents must be submitted with their advices. For shortlisted Bidders, this
requirement applies until a contract is awarded as a result of subsequent bidding
process.

iv. Shortlisted Bidders must not advertise or publish the same in any form without the
prior written consent of SBI.

Page 17 of 30




Expression of Interest for procurement of Cyber
Security Threat Deception (Honeypot) Solutions

v. Brief overview of the proposed procurement/scope of work given in this document
may be further elaborated, viz., more details may be included in the Request for
Proposal (RFP) document to be issued as a result of evaluation process of EOIs.

I. The Bank reserves the right to formulate any terms & conditions while framing the
RFP, even if these are in variance with the terms provided in this EOI. Further, the
Bidders shall have no claim in this regard.

ii. The Bank shall have the right to cancel the EOI process itself at any time, without
thereby incurring any liabilities to the affected Bidders. Reasons for cancellation,
as determined by the Bank in its sole discretion include but are not limited to, the
following:

a. Services contemplated are no longer required.
b. Scope of work not adequately or clearly defined due to unforeseen
circumstance and/or factors and/or new developments.
. The project is not in the best interest of the Bank.
. Any other reason.
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PART-II

Appendix -A
BID FORM (TECHNICAL BID)
[On Bidder’s letter head]

To:
< Address of tendering office >

Dear Sir,
Ref: EOI No. SBI/GITC/NW & Comm./2020/2021/41

We have examined the above EOI, the receipt of which is hereby duly acknowledged and
subsequent pre-bid clarifications/ modifications / revisions, if any, furnished by the Bank.
We submit our bid and shall abide by the terms and conditions spelt out in the EOI.

While submitting this Bid, we certify that:

The undersigned is authorized to sign on behalf of the Bidder and the necessary
support document delegating this authority is enclosed to this letter.

We declare that we are not in contravention of conflict of interest obligation
mentioned in this EOI.

We have not induced or attempted to induce any other Bidder to submit or not to
submit a Bid for restricting competition.

We undertake that, in competing for the above EOI, we will strictly observe the laws
against fraud and corruption in force in India namely “Prevention of Corruption Act
1988”.

We undertake that we will not offer, directly or through intermediaries, any bribe, gift,
consideration, reward, favour, any material or immaterial benefit or other advantage, commission,
fees, brokerage or inducement to any official of the Bank, connected directly or indirectly with
this EOI process, or to any person, organisation or third party related to this EOI in exchange
for any advantage in the EOI, evaluation and shortlisting.

We undertake that we will not resort to canvassing with any official of the Bank, connected
directly or indirectly with the EOI process to derive any undue advantage. We also
understand that any violation in this regard, will result in disqualification of bidder from
further bidding process.
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It is further certified that the contents of our Bid are factually correct. We have not sought
any deviation to the terms and conditions of this EOI. We also accept that in the event of
any information / data / particulars proving to be incorrect, the Bank will have right to
disqualify us from the EOI or any subsequent bidding process without prejudice to any
other rights available to the Bank.

We certify that while submitting our Bid document, we have not made any changes in the
contents of the EOI, read with its amendments/clarifications provided by the Bank.

We understand that you are not bound to accept any Bid you may receive and you may
reject all or any Bid without assigning any reason or giving any explanation whatsoever.

We hereby certify that our name does not appear in any “Caution” list of RBI / IBA or
any other regulatory body for outsourcing activity.

We hereby certify that on the date of submission of Bid for this EOI, we are not under
any debarment/blacklist period for breach of contract/fraud/corrupt practices by any
Scheduled Commercial Bank/ Public Sector Undertaking/ State or Central Government
or their agencies/departments.

We hereby certify that on the date of submission of Bid, we do not have any Service
Level Agreement pending to be signed with the Bank for more than 6 months from the
date of issue of purchase order.

We hereby certify that we have read the clauses contained in O.M. No. 6/18/2019-PPD,
dated 23.07.2020 order (Public Procurement No. 1), order (Public Procurement No. 2)
dated 23.07.2020 and order (Public Procurement No. 3) dated 24.07.2020 regarding
restrictions on procurement from a bidder of a country which shares a land border with
India. We further certify that we and our OEM are not from such a country or if from a
country, has been registered with competent authority. We certify that we and our OEM
fulfil all the requirements in this regard and are eligible to participate in this EOI.

We, further, hereby undertake and agree to abide by all the terms and conditions
stipulated by the Bank in the EOl document.

Dated this

(Signature)
(In the capacity of)
Duly authorised to sign Bid for and on behalf of

Seal of the company.
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OSBI

Appendix-B

Bidder’s Eligibility Criteria

Bidders meeting the following criteria are eligible to submit their Bids along with
supporting documents. If the Bid is not accompanied by all the required documents
supporting eligibility criteria, the same would be rejected:

Eligibility Criteria

Compliance
(Yes/No)

Documents to be submitted

The Bidder must be an Indian
Company/ LLP /Partnership firm
registered under applicable Act in
India.

Certificate of Incorporation
issued by Registrar of Companies
and full address of the registered
office along with Memorandum
& Articles of Association/
Partnership Deed.

The Bidder (including its OEM, if any)
must comply with the requirements
contained in O.M. No. 6/18/2019-PPD,
dated 23.07.2020 order (Public
Procurement No. 1), order (Public
Procurement No. 2) dated 23.07.2020
and order (Public Procurement No. 3)
dated 24.07.2020

Bidder should specifically certify
in Appendix A in this regard and
provide copy of registration
certificate issued by competent
authority wherever applicable.

The Bidder must have an average
turnover of minimum Rs.50 crore
during last 03 (three) financial year(s)
i.e. FY17-18, FY18-19 and FY19-20.

Copy of the audited financial
statement for required financial
years. (Certificate from
statutory auditor for
preceding/current one year may
be submitted.)

The Bidder should be profitable
organization on the basis of profit
before tax (PBT) for at least 02 (two)
out of last 03 (three) financial years
mentioned in para 2 above.

Copy of the audited financial
statement along with profit and
loss statement for corresponding
years and / or Certificate of the
statutory auditor.

Bidder should have experience of
minimum three years in providing the
required products/services/solution as
on 31-10-2020.

Copy of the order and / or
Certificate of completion of the
work. The Bidder should also
furnish user acceptance report.
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Client references and contact details Bidder  should  specifically
(email/ landline/ mobile) of customers confirm on their letter head in this
for whom the Bidder has executed regard as per Appendix-F
similar projects in India.

(Start and End Date of the Project to be
mentioned) in the past (At least two
client references are required)
Past/present litigations, disputes, if any Brief details of litigations,
(Adverse litigations could result in disputes, if any are to be given on
disqualification, at the sole discretion of Company’s letter head.

the Bank)
Bidders should not be under Bidder should specifically certify
debarment/blacklist period for breach in Appendix A in this regard.

of contract/fraud/corrupt practices by
any Scheduled Commercial Bank/
Public Sector Undertaking / State or
Central Government or their agencies/
departments on the date of submission
of bid for this EOI.

The Bidder should not have any Service Bidder should specifically certify
Level Agreement pending to be signed in Appendix A in this regard.
with the Bank for more than 6 months
from the date of issue of purchase order.

Documentary evidence must be furnished against each of the above criteria along with an index.
All documents must be signed by the authorized signatory of the Bidder. Relevant portions, in
the documents submitted in pursuance of eligibility criteria, should be highlighted.

Eligibility criteria mentioned at SI No 2 to 5 in table above are relaxed for Startups subject
to their meeting of quality and technical specifications. Bidder to note the followings:

Start-up” company should enclose the valid Certificate of Recognition issued by
Department for Promotion of Industry and Internal Trade (DPIIT), (erstwhile
Department of Industrial Policy and Promotion), Ministry of Commerce & Industry,
Govt. of India with the technical bid.

Bidder who solely on its own, fulfils each eligibility criteria condition as per the RFP
terms and conditions and who are having Start-up company status, can claim
exemption for eligibility criteria mentioned at SI No 2 to 5 in table above.

If all these conditions are not fulfilled or supporting documents are not submitted with
the technical Bid, then all those Bids will be summarily rejected, and no queries will
be entertained.
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Name & Signature of authorised signatory

Seal of Company
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Appendix-C

Technical Criteria/Scope of Work

1. Contents of Technical Submission by the Bidder
Name of the Bidder: M/s

Contents of the Eol Response (w.r.t. SBI proposed setup)
Detailed technology architecture for the proposed solution.

The bidder need to present the solution, in detail, to the Bank.
Technical and Operational support mechanism with SI and OEMs
available in India with location and number of resources for each
OEM.

Each OEM’s technology, innovation and functionality roadmap of their
product for next five years.

Clients wherein S| has implemented proposed solution. Please
provide technology-wise client list in the last 3 years.

Global clients wherein proposed solution are operational by OEM or
their partners. Please provide technology-wise client list in the last 3
years.

The project plan with high level description of project phases and
estimated duration.

Detailed description of available types of Honeypots eg. Honeypots
targeting Corporate Information Infrastructure, Honeypots targeting
Financial Institutions

Bidder should provide complete solution to be presented in a tabular form:

Sr Name of Product Name OEM partnership
Proposed proposed (if yes, type)
Solution
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2. TECHNICAL SPECIFICATIONS

The solution must have the following capabilities:

Requirement

Compliance
(Yes/No)

Decoy solution should be able to replicate Bank’s existing infra
components or similar components.

Solution should comprise of low interaction honeypot, medium
interaction honeypot as well as high interaction honeypot. The
solution should be capable of providing both virtual and
physical honeypots. The solution should provide firewalls
decoy, IDS/IPS decoy, WAF decoy & MZ decoy for LB, web
server and a separate DMZ to deploy decoy Application and DB
servers.

VMs with Windows, Linux, Unix (different flavors of Unix)
server can be used as part of solution to simulate such trap
environment.

Solution deployment must ensure that, it should be near
impossible for the attacker to differentiate amongst real and
trap systems (decoys).

It should be able to capture network scanning attempts,
application vulnerability exploitation, OS scan, Malwares,
malicious file hashes, system hijack etc.

The decoys should be scientifically placed in multiple subnets,
so the hackers will encounter them in the process of trying to
find valuable information. When the hackers try to access the
decoys, a silent alert should be raised, and full forensics related
to the attack should be collected.

Decoy should be able to capture details such as attack vector
used, attack methodology, tools used for attack, source of the
attack etc.

The solution based on the learnings should suggest solution to
mitigate the risk.

The decoy should act as real servers, desktops, files, users
accounts, applications like SWIFT/NEFT/RTGS/Core banking,
Internet Banking, Mobile Banking, Loan Systems, ATM Switch
and any other system available in the Banks overall IT
ecosystem by using them as traps.

The solution should identify signature, behavior patterns and
should also provide effective approach in detecting advanced
attacks including malware-less attacks, bot attacks etc. that can
circumvent existing preventive controls.
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The proposed Deception solution should be seamlessly
integrate with the Bank’s Active Directory and with SIEM
solutions and should provide monitoring and network visibility
as well as early detection of attacks while keeping false
positives to almost nil as well as any other security solutions so
as to take intended action to block or take action against the
affected assets and any other existing or future solution, as
required by the Bank.

Solution should be able to generate actionable intelligence and
should be able to integrate with existing threat intel platform
Solution should have Centralized Management Console with
customizable dashboard and role-based admin.

In case of complete compromise of decoy solution, it should
still not be able to launch attack on to the other system within
the environment.

Ability to detect all types of attack vectors including but not
limited to: pre-attack reconnaissance, spear phishing attacks,
zero-day attacks, privilege escalation, lateral movement and
data-theft

The solution must have the ability to visually replay past events
on an interactive fluid dashboard that show all decoy elements
and attacker details.

Solution must allow visual dissection of the PCAP traffic and
preserve all network traffic to and from the decoys while
having the ability to export PCAPs based on a time filter.
Solution must support Bank defined signature detection for
'known bad' events and must be updated with the latest
emerging threat signatures.

Solution must use a numeric risk score for an attacker based on
dynamic analysis of attacker behavior as well as categorization
as critical / high /medium / low buckets.

The system must have the ability to save and share custom
views filtered based on time and any event metadata for
analyzing specific events. Results of saved queries must be
exportable.

The solution must have the ability to reconstruct raw attack
data into plain English attack analysis. It must also provide
attacker / APT group attribution, mitigation recommendations,
MITRE mapping within the user interface for the analyst.
Measures to enhance deception strength of decoys should be
in place like- Decoys should be integrated with the real Active
Directory domain and should not use a domain trust
relationship between a dummy Active Directory and the real
Active Directory domain that hackers can easily discover.

Page 26 of 30




Expression of Interest for procurement of Cyber
Security Threat Deception (Honeypot) Solutions

Ability to embed lures on real endpoints, without using an
agent, in the form of unique dummy credentials that lead
attackers on to decoy systems. They must be able to trigger
action on Bank defined and configurable activities.

The solution must support geo location of external threats.
Deception platform should automatically fill network decoys
with realistic auto-generated enticing content containing
folders and files pertaining to all business verticals. The
number of folders and files to generate and the file creation
dates (oldest to newest) should be configurable. The files
generated should be a combination of terms relating to specific
verticals as well as predefined keyboards defined by
organization.

Real times alerts to be generated. Besides email and user
console alerts, the solution must have the built-in ability for
real-time voice phone calls and SMS alerts based on preset or
custom notification rules.

For security, the base operating platform (host operating
platform on which the decoys run) of the deception appliance
should not be on Linux or Windows which are prone to regular
remotely exploitable vulnerabilities.

When an event occurs, the solution should have built in
orchestration to take specific actions based on preset or user
specified rules that can be specified on any event meta-data.
The rule engine should support multiple Boolean and logical
conditions to appropriately orchestrate the response. (Ability
to integrate with GRC tool and SOAR platform may be also
made a part of the same, to void duplicity and effectiveness of
counter response)

Decoys must be very robust and shall never interfere with
business functions/ objectives of the setup where they are
placed.

Honeypot should be able to store attack data, visualize attack
data. It should have capability of threat hunting and search
(CVE-Search, IP based search, Port based search, Hash value
based search etc.)

30 | Solution should be able to generate customized reports
(monthly, weekly, daily etc.), dashboards etc.

31 | Load Balancing requirements

32 | Customization as per requirements of the Bank.

33 | Placement within DC & DR

Name & Signature of authorised signatory

Seal of Company
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Appendix-D

Bidder Details

Details of the Bidder

S. No. Particulars Details
1. Name
2. Date of Incorporation and / or commencement
of business
Certificate of incorporation
Brief description of the Bidder including
details of its main line of business
Company website URL
Company Pan Number
Company GSTIN Number
Particulars of the Authorized Signatory of the
Bidder

a) Name

b) Designation

c) Address

d) Phone Number (Landline)

e) Mobile Number

f) Fax Number
g) Email Address

Name & Signature of authorised signatory

Seal of Company
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Appendix-E

Pre-Bid Query Format
(To be provide strictly in Excel format)

Vendor . EOI EOI Existing Query/Suggestions
Name Page No Clause | Clause
No.
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Appendix-F

Format for Submission of Client References

To whosoever it may concern

Particulars Details

Client Information
Client Name
Client address

Name of the contact person and designation

Phone number of the contact person

E-mail address of the contact person

Project Details

Name of the Project

Start Date

End Date

Current Status (In Progress / Completed)

Size of Project
Value of Work Order (In Lakh) (only single work
order)
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