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Scanning...

In the hive, bees thrive and stay,
With cyber security, we too can keep fraudsters at
bay.

Bees roam free, with a keen sense of care,
Practice safe transactions, and be aware.

A bee will sting when it feels pain,
Report cyber threats, and avoid being duped in vain.

The fourth edition of SBI Hive is an essential resource for
anyone who wants to stay informed and safe in the digital world.
This edition covers various types of cyber crimes and provides
valuable information. By staying vigilant and following the
precautions outlined in this edition, you can keep your
information and finances safe.

Never scan QR Code with Anyone

Never share OTP with Anyone
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Lottery Scam

Target receives
mail/ SMS claiming
them as winner of
lottery money/ gift

Asking for sensitive
personal information
to claim the gift card or \

card S . N e e lottery money
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Fake Social Media Handles e o ,

Counterfeit
handles/accounts are
available on Social Media

\
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F\\I (Contain the word “UPI",
~ L “NPCI", "BHIM" or similar
S 7 to a banking/ govt.
\e’ organisation)
Used as bait to get users
Such information can be reveal their account details
misused carrying out financial and other personal
transactions information
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Do not entertain suspicious
calls or messages requesting to download

Unknown

01:20 Apps or to update Apps/ Account
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¢ 9 Customer Care L

¢ e Customer Care L

Dear Customer Your SBIA/C
will be blocked! please click
on link to Update your PAN
CARD. Link
https://bit.ly/33i5CR7

Dear user you SBI net banking
will be blocked! Please click
link card thank you
https://bit.ly/33i5CR7
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Fake Customer Care Number

|
|
|
|
|
|
|
| ' |
Sélnding SMS/ Email with sense Victim calls to fake

 of urgency, fear or greed Customer C%\re Number/
I (Ex - blocking of Account/ shares all information
Card/Net Banking due to non (OTP, A/C No./ Card
updation of KYC documents) Nu/rnb’er/ DOB etc)

Target duped by
fraudsters
e _“ "Onceusersclickon .
’ " thislink, it will ask RN UPI Frauds
[ / y
! | for UPIPIN or scana \,
: /I'\ QR Code |
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| fake link with fra’.ld
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S money” .7
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! / to provide their card \
details and OTP

Debit Card/ Credit Card Fraud
with Reward Point Attacks

|
| ‘Callto Debltl Credit Card Sharing of sensitive

hplders helping in redemption details mf%\y lead to
| of reward/ loyalty points financial frauds
s\(ating these offers may end !
RN - soon - -

UPI PIN or scanning of a QR Code = e /e

is required only for transferring Target duped by
.- . fraudsters
amounts, and not for receiving money
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e 7~ Masking IP Address N

! / of fake websites \

using various IT
Tools

Fake Website

ItZreating Fake Website with Selling Franchisees/dealership

| little changes of reputed ﬁrm§|/ companies

(Websites of KFC, Haldiram, fraudulently

Domino Pizza, Patanjali, KIA /
“Motors, JK Tyres etc.) _ 7
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g thumb impression, \
/ / \

Aadhar Number etc.
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Fraud without OTP by breaching
Aadhaar and Fingerprint
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Downloading land and Aadhar using
records data from Land various I;’I' Tools
' Record websites of /
7z \ . /
~ _ various states %
& ~ . L7

Withdrawing money from
Aadhar linked bank
account without any OTP

g _ " Clicking the link gives = _
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I / fraudsters access to \

user'’'s phone
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: . | Free download of movie
Sending links on WhatsApp to Fraudsters steals Bank th roug h Whats App

. download movie for free details alhd other
I confidentialinformation

The information
misused by
miscreants further
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Fake Voice Calls from near relatives/ friends demanding money

N\ )

Gathering videos
and contact number
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from Social Media /:\ show relatives'/ | II
accotmts of near | friends' number \ >
relatives/friends ~ - S o -7
S - e - - S o - a _ -
Using Saas, Requesting transfer of
creating deepfake money for some urgency to
voice sighature a specified account

or sharing a link

Offer of Free Electronic Items ) o )
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: Strangers call/send
. SMS offering electronic
RS | items for free
S |
I
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Target uses the gazette and

The information misused by fraudster steals financial
miscreants further credentials

Dear Biju, Congrats you have won
2nd prize in our March contest.

Please claim your fridge now.

http:// rtapit.com/7FA




Common Human Errors Ij
Causing Cyber Crimes

DchMENT
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Use of weak or guessable a

password

Passwords not changed
frequently

Sharing of financial details
like Card no./ PIN/ OTP/CVV No.
with others on emails/calls/SMS

/Social Media
Connecting device to untrusted

public Wi Fi for doing digital

transactions
Allowing App permissionin
Mobile to such apps which are not
required to be accessed

Clicking on unknown links sent
in email/SM$S

Downloading mobile applications
from unverified locations

Downloading mobile applications
on the advice of strangers

Searching Customer Care
numbers of service providers
from Internet

Beware of just a CLICK

Beware of sharing just a PIN
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Safety Points against

Never install or do any
transaction while on call

Avoid doing financial
transaction with public
Wi Fi connection

Do not respond to unsolicited
sales, marketing or outreach
messages

Do not store
Bank Account Number or
PIN on Mobile Phone

Cyber Crimes

Do not install any app on
2  your mobile on the advice 3
of any unknown person

Verify the identity of caller
and always be suspicious of
any person asking for personal
or financial details over phone

Always verify the authenticity
8 ofeCommerce websites before 9
performing the transactions

Mobile PIN and UPI PIN should

11 be different and random 12

Do not click on links and
open e mail attachments
from unknown sender

Do not call on phone numbers
that are provided in online ads,
pop up window, email etc.

Enable SMS alert on your
account to get reqgular
updates

Be alert while performing transaction
in ATM or POS Machine. Cover the
keypad while entering the PIN

Your Safety Matters

& Stay Alert, Stay Safe #withSBl
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Reporting of
Cyber Crimes
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Immediately If FraUd happens Report to our

change passwords Bank/ Service
of all Accounts providers

Immediately
block Cards

If you are
our customer,
report to

report.phiShing®Sbi.Co.in report_spam@sbi_co_in isd.cc(@sbi.co.in

Report to local Cyber Crime Authorities,
register a complaint on www.cybercrime.gov.in or
dial Toll Free number 1930 immediately




